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 Abstract—This paper presents the design and evaluation of an 
RFID-based laboratory equipment tracking system, aimed at 
enhancing research laboratory inventory management, security, 
and operations. The process of designing and deploying the RFID 
infrastructure involves careful selection of RFID components, a 
microcontroller, and inventory management software. This 
includes database construction, cloud connection, and graphical 
user interface development, with a focus on prioritizing real-time 
data tracking, ensuring data accuracy, and creating user-friendly 
interfaces. The RFID-based Lab Inventory Management System 
simplifies laboratory resource management by employing RFID 
Reader units and tags at specific locations for accurate monitoring. 
The strategic placement of RFID readers in crucial areas enhances 
real-time tracking capabilities. Integration with Hostinger 
connectivity offers an intuitive GUI and centralized database, 
streamlining operations. The use of resource-efficient RFID tags 
and reader kits, along with a wide range of hardware solutions, 
helps reduce costs. Overall, the proposed system's effectiveness lies 
in its ability to improve laboratory accountability and resource 
management through real-time tracking, access to historical data, 
and user-friendly control interfaces. 
 
Index Terms— Data Accessibility, Laboratory Inventory, Radio 
frequency, Real-Time Visibility,  RFID  

 

I. INTRODUCTION 
In typical far-field radio systems, communication happens 
between two transceivers equipped with both a transmitter and 
receiver [1]. They draw power from local sources to drive the 
transmitted signal, relying on power availability at both ends. 
These are commonly known as symmetric radio systems [2-4]. 
Contrastingly, RFID systems redistribute power requirements 
within the communication network. In such systems, one node, 
often the active node like an RFID reader, possesses a power 
source capable of actively transmitting and receiving 
communication signals. 

RFID technology finds extensive application in personnel 
and object identification as well as access control [5]. A typical 
RFID system comprises RFID readers, a backend server, and 
RFID tags, each associated with a distinct user [6]. The RFID 
reader continuously emits radio signals to detect and interrogate 
any RFID tag within its operational range. Upon receiving a 
query from an RFID reader, an RFID tag replies with the stored 
authentication data, which could be a basic Electronic Product 

 
 

Code (EPC) or an encrypted message. The RFID reader relays 
this response to the backend server for authentication. A valid 
response confirms the legitimacy of the RFID tag holder, 
granting access to restricted areas or systems such as 
buildings/rooms, computer systems, or research laboratories. 

Keeping track of inventories well is essential for scientific 
progress in today's research laboratories, where things are 
constantly changing [7]. Traditional inventory methods, which 
include entering data by hand and doing physical counts 
regularly, aren't meeting the needs of modern scientific research 
for accuracy, speed, and scalability. The need for a new way to 
deal with this problem led to this work: a Laboratory Inventory 
Management System based on Radio Frequency Identification 
(RFID) [9]. This paper uses Radio Frequency Identification 
(RFID) technology to create a model to monitor and manage 
everything stored in a research laboratory. The laboratory tech 
can keep track of all the inventories and make notes with this 
model. 
The contributions of the paper can be summarized as follows: 
 Design an Efficient Inventory Tracking System 

Assign and store data to track laboratory equipment.  
 Development of novel unique identification system with 

RFID which can be uniquely identified using an RFID 
reader (MFRC) and the passive RFID card. Develop a 
system that allows laboratory staff to track and manage all 
laboratory inventory using RFID technology efficiently. 
This includes adding, searching for, issuing, returning, 
and monitoring inventory items' history in real-time. 

 Implement a cloud service for the database for storing 
comprehensive inventory data securely, ensuring data 
accessibility from any location with internet access.  

 Creating a central database to store inventory data in a 
structured format. Defining the fields for each table. These 
fields may include item name, description, category, 
location, RFID tag ID, and status for inventory items. User 
information might consist of username, password, and 
access level. Transaction history fields may include a 
timestamp, action (issue, return, etc.), and the involved 
items. 

 Develop an intuitive graphical user interface (GUI) that 
enables laboratory technicians to easily add, search, issue, 
and return inventory items. The GUI should also facilitate 
viewing the complete history of any specific inventory 
item. The work uses Radio Frequency Identification  
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(RFID) technology to create a model to monitor and 
manage everything stored in a research laboratory. The 
laboratory tech can keep track of all the inventories and 
make notes with this model.  

In the rest of the paper, Section II describes the System Model 
channel. In Section III, the proposed hardware implementation 
is presented. Section IV presents the software implementation 
of the proposed RFID solution and Section V the whole system 
integration. Finally, conclusions are drawn in Section VI. 
 

II. SYSTEM MODEL 
The proposed system block diagram is shown in Fig.1. Each 
laboratory equipment has a unique RFID tag. These tags 
uniquely identify each object, giving accurate identification. 
Consider that the space is divided into several places. 
Each laboratory equipment can be found in its specified 
location. With these locations, the user can adjust the level of 
accuracy by making the space larger or decreasing it according 
to the requirements [10]. As shown in Fig.2. One RFID unit is 
designed to be compact, allowing for easy installation in 
various locations without occupying much space. The system 
sends automated alerts for equipment entering or leaving a 
particular location. Proactive monitoring with a real-time cloud 
database and a Graphical User Interface prevents equipment 
loss, theft, and unauthorised movement. Consider placing 6 
RFID Readers in Locations A, B, C, and D. One RFID Reader 
unit is to be considered as the working area. Another RFID 
Reader unit is to be considered as the laboratory door. Every 30 
seconds, the Readers will read the cards, and the database will 
be updated. 
 

 
Fig. 1. System Block Diagram 

 
 
Fig. 2. Assign specific locations with the RFID units. 

 
Fig. 3. Schematic diagram of the proposed RFID unit. 
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 III. HARDWARE IMPLEMENTATION 

A. System design  
To make the product, a PCB Design for one unit is designed. 
The schematic diagram and PCB design of the RFID unit is 
shown in Fig.3. and Fig, 4, respectively. 
 

 
Fig. 4. PCB design of the RFID unit 
 
To power up the circuit, a 12V jack is needed. A diode is used 
for the safety of the circuit. A DC-to-DC transformer has been 
implemented to decrease the voltage from 12V to 3.3V. RFID 
reader has a pair of LEDs to indicate the green and red lights. It 
means the LED will be Green if someone puts the suitable 
component in the right place. And if someone puts a component 
in the wrong location, the LED will be red. Resistors were 
added for each LED to power up. Two switches were added for 
reset and upload purposes. A summary of the components used 
is shown in Table I  
 

Table I 
Hardware Components 

RFID-RC522 
ESP32-WROOM-32D 
10k Resistor 1206 Size 
12V DC Jack 
470uf Capacitor 
44uh Inductor 
In5822 Diode 
-Pin Quick Connector 
Ft232 USB TTL Converter 
Push Button. 
Arduino IDE 

 
The initial steps are detailed in Fig. 5. The subsequent flowchart 
depicting the usage of tagged equipment is illustrated in Fig. 6. 
Similarly, when any tagged equipment is returned, the 
corresponding flowchart is presented in Fig. 7 
 

B. System Flow Charts 

 
 

Fig. 5. Initial flow chart 
 

.  
Fig. 6. The flowchart that describes when the Tagged 
equipment is in use 
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Fig. 7. Returning process of tagged equipment 
 

IV. SOFTWARE IMPLEMENTATION 

A. Cloud service: Hostinger Web hosting platform. 
The process involves several key steps to ensure secure and 
efficient data management. An account must be established on 
Hostinger, leveraging its user-friendly interface. Once logged 
in, a dedicated MySQL database must store the comprehensive 
inventory data. Next, configure the database settings, defining 
fields such as item name, description, category, location, RFID 
tag ID, and status.  The cloud storage service enables real-time 
accessibility to inventory information from any location with 
internet access, fostering collaboration among laboratory 
technicians. Hostinger's reliability, scalability, and robust 
security measures contribute significantly to the success of this 
research, ensuring the integrity and accessibility of critical data 
[8]. The system is adaptable to various cloud service platforms, 
and Microsoft Azure and Oracle Cloud Services stand out as 
robust alternatives to Hostinger web hosting. 
  

B. Develop the real-time database. 
Establishing a database on Hostinger using My SQL 
PhpMyAdmin involves creating tables to organise and store 
data efficiently. In the context of a Laboratory Inventory 
Management System using RFID technology, consider dividing 
a database into several tables based on the data types needed to 
store, including: 

• Inventory Table 

• History Table 
• User Table 
• Configuration Table 

C. Create a Graphical User Interface 
Using Visual Studio, PHP Framework, Bootstrap, and CSS 
involves combining the capabilities of these tools to achieve a 
user-friendly and visually appealing design. Fig.8 shows the 
login page of the GUI.  

 

 
Fig. 8. Login page of GUI 
 
Utilise Bootstrap's grid system and responsive utility classes to 
ensure a consistent and user-friendly experience across various 
devices. 
 

V. SYSTEM CONNECTIVITY AND INTEGRATION OF BOTH 
HARDWARE AND SOFTWARE 

1. Establish a connection between the database and the 
Hardware program (Arduino). 

 
With the database structure in place, a secure connection 
between our ESP32-WROOM-32D microcontroller and 
Hostinger's cloud service must be established, allowing 
seamless data transmission.  

 
2. From the database, retrieve the necessary data for the 

GUI. 
 To establish a connection between a MySQL database hosted 
on Hostinger and three GUIs (Graphical User Interfaces) 
programmed using Visual Studio with PHP and CSS, in Table 
II  a detailed description of the connection process is presented. 
 

 Table II. Connection Process 
Steps Actions 
1 Hostinger MySQL Database Setup: created the 

necessary tables on the Hostinger database. 
2 PHP Backend Development 
3 Visual Studio GUI Development 
4 Integrate PHP with Visual Studio 
5 Styling with CSS 

 

VI. CONCLUSION 
In conclusion, the RFID-based Lab Inventory Management 

System paper represents a significant stride towards efficient and 
modernised laboratory operations. Carefully consider hardware 
components, including the ESP32-WROOM-32D microcontroller 
and RFID tags, to streamline tracking processes while remaining 
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cost-effective. Notably, the strategic placement of RFID Reader 
units in designated locations and critical areas like the working 
space and entrance door establishes a dynamic and responsive 
tracking network. 

The integration of Hostinger's cloud service is a robust 
foundation for a centralised and accessible database. This, coupled 
with a customised graphical user interface (GUI), ensures that 
laboratory technicians can effortlessly manage inventory – from 
addition and search to issuing and return – while having a 
comprehensive history of each item at their fingertips. 

Using RFID Tags and Reader kits instead of individual 
components demonstrates a pragmatic and budget-conscious 
approach, further optimising resources.  

The work aligns with its objectives through meticulous testing, 
debugging, creating an efficient inventory tracking system, 
implementing RFID technology for unique identification, 
developing a structured database, integrating cloud services, and 
making an intuitive GUI. The successful implementation marks a 
pivotal advancement in laboratory resource management, offering 
real-time monitoring, historical tracking, and user-friendly control. 
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